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More often than not, we find that the intersection of human behavior and
software is worthwhile in the way it facilitates communication, improves

decisions, and bolsters infrastructure. Unfortunately, Web-based human-computer
interaction also provides ample room for confusion, errors, and even fraud. In this
month’s exciting column, our contributor Tim DiVito explores an all-too familiar
problem of the growing proliferation of passwords needed to conduct secure
ecommerce transactions on Web sites. In this instance, both humans and software
bear responsibility where ecommerce Web site security is at stake. Our contributor
examines current solutions for authorization and authentication, and then inves-
tigates a new technology called OpenID that shows great potential to solve some
of the authentication problems, which only show signs of increasing over time.
While OpenID exhibits promise, Tim offers valuable insights into the barriers to
implementation that lie in wait for the unsuspecting adopter. [Kenneth E. Kendall,
Feature Editor]

OpenID: A Potential Authentication
Technology
by Timothy DiVito, Rutgers University

This technology, if implemented,
should make it easier for users to keep
all of their credentials safer and more
secure. Because OpenID lets users
choose which provider they wish to use,
they are allowed to single out a provider
that is trustworthy, thereby making their
information safer. Furthermore, since
users only need to give a secure pass-
word to a single site, their password is
kept more secure than if they had given
it to many different sites. This should
ultimately lead to a more seamless user
experience for all users of OpenID.

How Web Site Authentication
Works

Before explaining how OpenID works,
it is important to understand how the
process of Web site authentication
works. There are two separate proc-
esses that occur when a user attempts
to sign in using a username and pass-
word on a basic Web site. First, is the
process of Authentication, which is a
“process of attempting to verify the digi-
tal identity of the sender of a communi-
cation such as a request to log in” [6].

How many username and pass-
word combinations do you use on

the Web, 10, 25, 100 or more? OpenID is
an emerging technology that provides
an easy way to take all of these pass-
words and combine them into a single
set of credentials that you can use on
any OpenID-enabled Web site. OpenID
is not a specific kind of authentication,
but a framework that allows Web de-
velopers to program their sites to pass
on the job of authentication to an exter-
nal trusted OpenID provider who then
passes back the authenticated user for
authorization.

OpenID is a technology developed
by Brad Fitzpatrick, formally of Live
Journal, to simplify the user experience
by allowing one single set of online cre-
dentials to control many different ac-
counts online [9]. This technology may
not yet be ready for high-value accounts
like banking institutions and credit
card companies and does not currently
have many active sites; however, this
emerging technology is definitely worth
using to create accounts that are cur-
rently available.
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This means that when users ask to see
information on a Web site that is not
available to everyone, they are usually
asked to create a username and pass-
word for the account known only to that
individual.

On subsequent visits, he is asked
to re-enter that username and pass-
word. The process of authentication
occurs after the user enters both pieces
of information and clicks ‘LOGIN’ on
the page. Those two strings of text are
sent to the site and compared to the
original username and password cre-
ated on the account. If they match, the
site assumes that the person typing at
the computer is the same person that
created the account, and the site then
proceeds to the Authorization process.
If the information does not match, the
user is forwarded back to the login page
and asked to try again.

Authorization is a process “that
protects computer resources by only al-
lowing those resources to be used by
resource consumers that have been
granted authority to use them. Resources
include individual files, data, computer
programs, computer devices and func-
tionality provided by computer appli-
cations” [7]. So, even after the system
figures out that the person typing on
the computer is the correct user logging
in, it still needs to decide what informa-
tion it is able to give that person.

For example, a person signed-in to
a social networking site like Facebook
may be authorized to see her own per-
sonal contact information but would
not be allowed to gain access to the per-
sonal information of any of the other
users. However, the administrators of
the software would be authorized to
access this information if they needed
it. Some sites implement the process of
authorization very loosely, and some
have fine-grained permissions set for
each account to ensure data isn’t passed
from one user to another without per-
mission, but both processes are needed
before a username and password can
be accepted by a Web site.

How OpenID Authentication Works

OpenID is solely designed to handle the
Authentication part of the process [5].
When users enter their OpenID URL,
they are instantly forwarded to their
personal OpenID provider, who then
authenticates them using whatever
method they choose. Once the site is
satisfied that the user is who he is ask-
ing to sign-in as, he is forwarded back
to the original site, along with any in-
formation the user wants to send to the
site, like email, phone number, address,
and so on.

Andrew Conray-Murray [1] from
InformationWeek gave a very concise ex-
ample on the basic technical process in
which OpenID operates:

OpenID 2.0 has three basic elements:
a user with a Web browser (User
Agent); a Relying Party (the Web site
the user wants to log on to); and an
OpenID Provider, which asserts that
the user owns a particular URL. The
OpenID Provider may also possess a
variety of identity elements, such as a
user’s name, date of birth, and e-mail
address (see diagram, p. 64). When a
User Agent signs on to a Web site with
an Identifier (a URL), the Relying Party
contacts the Provider for an assertion
that the user owns the Identifier. Mes-
sages are exchanged using HTTP Post
and Get. OpenID uses Diffie-Hellman
key exchange to negotiate a shared
secret to sign communications.

 When a Relying Party contacts the
OpenID Provider, the OpenID Pro-
vider asks the user to authenticate,
then confirms which identity informa-
tion it should send to the Relying Party.
If the user consents to provide the iden-
tity elements requested by the Relying
Party, the OpenID Provider sends
them. The Relying Party processes the
elements, and the user is logged in. [1,
p. 64].

OpenID version2.0 is currently in
the process of being implemented. It has
a more detailed set of directives that can
be called by the relaying party for more
specific information.

Benefits of OpenID Authentication

OpenID is beneficial to the end users in
the following ways: First, users are able

to use a single set of credentials for the
majority of their Web accounts, elimi-
nating a great deal of confusion, as well
as the time needed to try multiple
username/password combinations
until the correct one is found.

Second, users are able to choose
their own OpenID provider. The frame-
work is open source, so there are an
unlimited number of possible provid-
ers. Users are even able to set up their
own OpenID system, given the proper tech-
nical skills. This means that the user is
able to place their trust in a specific pro-
vider, maybe one with a long-standing
history, a company like VeriSign or
AOL, instead of some random, possi-
bly unreliable site.

Third, the security of the user’s
password itself is enhanced. Since most
people do not use a new, separate pass-
word for each and every online account
they have, it would be inherently more
secure to expose your password to one
trusted provider instead of many dif-
ferent Web sites, each with varying lev-
els of security.

Potential Barriers to Implementation

The OpenID framework has many po-
tential downsides. They include the al-
ready pervasive use of username/
password combinations already in use
as well as the vulnerability of the sys-
tem to Phishing attacks.

According to an article in The Times
of India, before removing the exact num-
ber of pages that it indexed, Google
boasted over 8.16 billion Web pages in
its index [4]. In the highly unlikely event
that Google stopped indexing any new
pages on that day, and only one hun-
dredth of those pages required login
credentials, each having no more than
250 user accounts, there would be over
20.2 trillion different user accounts in
the world today.

The general public has become
complacent with the current process of
authentication, and it is going to be dif-
ficult to change minds, as well as per-
ceptions, on how the technology should
function. In addition, even after the av-
erage Web surfer is convinced of the
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benefits of the system, they still have to
wait for the Web sites themselves to
spend the time and money to convert
their system to using OpenID, which
leads to problems in and of itself.

If potential customers want to cre-
ate an account on a Web site, and they
do not yet have an OpenID, is the site
going to start forcing people to obtain
an OpenID before using the system?
Will that drive people away? Even if the
end user is content with creating an
OpenID, is the site going to recommend
a specific provider, or just let people try
to find one on their own? What hap-
pens if the site recommends a provider
that proves to be untrustworthy? Is the
site then liable for damages to all of the
end users affected should something go
wrong? Clearly, OpenID needs to be
implemented slowly, so that users are
encouraged to embrace the technology
and not forced to use it, even at their
own peril.

Ever since computer viruses first
came to light around 1982 [5], hardware
and software designers have been
plagued by malicious programs de-
signed specifically for wreaking havoc
on computers. In 1990, a new kind of
cyber attack, called Phishing, entered
the arena. Its first instance was tracked
to America Online, where AOL users
tried to get other users to give them their
AOL passwords by using tricks to make
the user think that they were actually
talking to a real AOL representative,
when in fact their passwords were be-
ing compromised [2, 3]. Recently,
Phishing has become a serious problem.

Spammers are sending messages to
millions of accounts, hoping to get ac-
count passwords and credit card infor-
mation. It has gotten so bad that now
programs can be purchased with the
sole purpose of looking for Phishing
attacks. OpenID is vulnerable to these
attacks as well. The difference, however,
can be drastic if the user is using the
technology heavily. It would be bad
enough to find out that a single user
account has been hacked, but unthink-
able to discover that your OpenID pass-
word has been stolen, opening your

account on many different Web sites. So,
the barrier to implementation of
OpenID in this case is the risk that a
single stolen password can be used to
compromise many different accounts all
at once. Of course, this risk is minimal
if most users use only a single password
to sign in to all of their accounts any-
way.

Alternatives to OpenID

There are a few different alternatives to
the OpenID process that also try to en-
hance the user experience of authenti-
cation. Automatic form fillers are the first
example. These are programs that are
installed on a single computer that allow
the user to use a single master password to
manage all of their accounts on that com-
puter. Roboform (www.roboform.com)
is one of the most popular form fillers. It
was originally designed to be installed
on a single computer, but has now ex-
panded to a portable application that
can be placed on a USB drive and taken
to multiple computers. Password Safe
is another program similar to Roboform
but is available for both Windows and
Linux operating systems. These pro-
grams do not suffer from Phishing at-
tacks, but can be hacked or mutated by
viruses and spy-ware and have their
own security concerns.

In addition to third-party programs
for password security, most modern
Web browsers will save passwords pre-
viously entered into their browser, some
even have this feature turned on by de-
fault. The biggest problem with this fea-
ture is the inability to use the passwords
on other computers. OpenID can be used
from any computer at any time, while
browser-based passwords can only be
used on a single computer, and are not
easily transferable. In addition, users
would be locked into using that browser
if it has the saved password informa-
tion and would be unable to change to
another browser without re-entering the
information.

OpenID is able to be used from any
browser that will support Web-based
forms. This not only includes Windows,
Mac and Linux, but also mobile phones

and portable handhelds that are unable
have software installed on them.
Microsoft has also committed them-
selves to this technology by adding it to
their newest version of Windows, Vista,
with a program called Card Space.
OpenID even works on the iPhone!

Recommendations

Since OpenID is a free service, available
to anyone, there is no reason not to get
an OpenID now. How many times have
you tried to sign up for an account on a
Web site, just to get your potential
username rejected because someone al-
ready has it? It is important to do re-
search on some of the main providers
of OpenID. If, for example, you have an
account with AOL or AOL Instant Mes-
senger, you already have an OpenID
which is available at

http://openid.aol.com/screenname

This is also the case with Live Jour-
nal, Technorati, Vox, and WordPress,
which are all OpenID providers. If you
want a new account, here is a list of well
known providers from the OpenID Web
site.

• VeriSign Labs (https://
pip.verisignlabs.com/)

• ClaimID (https://claimid.com)
• Myid.net (https://myid.net)
• MyVisopp(https://myVidoop.com)

Go to openid.net/get to get a full
list of providers.

One of the advantages to choosing
VeriSign Labs as your OpenID provider
is their commitment to an enhanced
process called two-factor authentica-
tion. Two-factor authentication uses
more than one piece of information to
authenticate you. For example, I was
able to purchase, for a small fee, the
small key ring dongle shown in the
photo below.

http://www.roboform.com
http://openid.aol.com/screenname
https://pip.verisignlabs.com
https://pip.verisignlabs.com
https://claimid.com
https://myid.net
https://myVidoop.com
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When the button on the dongle is
pressed, a number is generated that
VeriSign is expecting. After 30 seconds,
that number is not valid and a new one
needs to be issued to login. This makes
it almost impossible for a hacker who is
remotely stationed in China to gain ac-
cess, even if they were able to get both
your password and your secret code.

This type of authentication com-
bines ‘something you know,’ which is
your password, with ‘something you
have,’ being the dongle itself. VeriSign
also offers a way for users to register
their cell phone to receive a text mes-
sage with this type of code in the event
that they lose their dongle and need
access to their account. Other OpenID
providers may be doing similar things,
but so far, it seems that VeriSign is one
of the most secure providers available.

Conclusions

The OpenID framework has been de-
signed to give end users an easier way
to manage multiple accounts online
while also giving them a choice as to
whom they will trust with their most
sensitive information. This emerging
technology should make signing into
minor accounts much easier, but it is
questionable whether it is a technology
that can be implemented for sites con-
taining sensitive information such as
credit card statements and banking in-
formation. The potential for that kind
of pervasiveness is there, but it would
require an enormous amount of trust
from the end user to actually make this
happen.
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